Emerglng Technology Forum

< APCO

Internatlonal

Leaders in Public Safety Communications®




Cynamics

Cybersecurity of Tomorrow
From Detection to Prediction

October 8th, 2019




Artificial Intelligence




Artificial Intelligence is computer systems that exhibit human like intelligence. It is a group of
science fields and technologies concerned with creating machines take intelligent actions
based oninputs.
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Examples

DEEP LEARNING

A high powered type of
Machine kearning aigoritims
that Jses a cascade of rany
computing layers. Each layer
uses the input from the
previous ater as input.

Enatied ty Neural networks.
Give big data sets, Deep
Learning algor thms are jreat
at pattern recegnition, and
enatle thngs like, speech
recognition, image
recognition, natural language
processing The combination
of neural networks [enabled
by tre clcud), machine
learring tzchnslogy, and
massive data szts (the
intemet), has made Deep
Learning one of the most
exciting Al sub-fieles recently.

EXAMPLES: Google's
DeepMing bezting the test
human at the Jame "Geo”™

Q

MACHINE LEARNING

Algorthms that can ‘earn from
and make dredictions on data
Overlaps with Computational
Statisiics. Overlaps with
Bayesian Statictes. Lndempine
Predictive Analytics. Underpins
Data Mining

Three subgroups.

*Supervised learning the
system s presentec witr
example inputs and known
desired o.tputs and learns
howto rrap inputs te
outputs

+Unsupervised earnng The
system finds patterns without
ey dring example iaputs and
outputs

« Reirforcement leaming The
system is “rewarded” when it
gets something right and
learns as 3 result

EXAMPLES: Recommender
systems (Lka NZ's own Movio
which recommznds movies]
Xero uses Mactine Learning
for avtomated processes (ike

automatec cost-cocing)

WEKA at the Uriversty of
Waikzto

JV between Goat Ventures
and Minter Ellison for legal Al

(S

AUTONOMOUS SYSTEMS

AUtonomous ro5ots,
salf-driving vehicles, dronzs,
all enzbled by A

EXAMPLES. HM| Technolcgies
(crial at Cheh Alport)

=A
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PATTERN
RECOGNITION

A branch of Mackine Learning
and Deep Laarning which
focusses on recognition of
pazterns in data

FXAMPIFS DespFace.
(Facebcok)

€3

NATURAL LANGUAGE
PROCESSING

Techno ogie: that enable
compuler systems Lo hteract
seamlessly with human
larguages.

Include;

« frorn wrritte languags anc
speech recogniton,

« sentirrent znatysis
(Lnderstanding the sentiment
underneath what is being
said)

* translation

* understanding meaning
within text/speech

« lsngusge generstion

Nete- experts befeve that
another tecknological
breakthrough is required
be'ore systems can truly
interact seamlessly with
human languages

EXAMPLES: &iri, Alexa, Zortana

N2er Mark Sagar's new
company So.l Michines

NZ corrpany Entopix (Natural
Language Processing
corsultancy)

N2 Company Booktrack

THOUGHT
CONTROLLED GAMING

The applcation of Al,
waearable tecknelegy, and
brain computng irterface
technolegy tc enable
seamless interaction with
social gaming enviconments
in real-time, trough avatars
without the need for joystick
type devices.

EXAMPLES: Emotliv,
Games Resea‘ch Lab
(Coumbia Uni)

VIRTUAL COMPANIONS

Cloud connected, Yirtual
Reality based avatars powered
by Al engines that can behavs
and interact just asa hunan
would.

EXAMPLES: Dgital
companions that provide
caregiving companionship for
the elderty.

REAL TIME EMOTION
ANALYTICS

The application of Al to
analyse train signas, voice
and facial expression to det
human emotions.

EXAMPLES: Emotiv

REAL TIME UNIVERSAL
TRANSLATION

The application of Natural
Language Processing to
enable twe humans iwith no
common language) to
understand each other in
real-time

EXAMPLES Mictoson
Transistor

)

NEXT GEN CLOUD
OTICS

Convergerce o' Al, Big Data,
Cloud and the as-a-Service
mode will enable a cloud

based robotic brain that
robots can use for high
poweed intelligent and
intuitire cellaberation with
humans

EXAMPLES: Clovd Minds

AUTONOMOUS SURGICAL
ROBOTICS

Clouc based Al platforms can
help robotc suigeors to
perfoim precise surgeries by
learning from large Fristor cal
wirgieal daa o< (liks viden)

EXAMPLES: Imperial College
of London, MIT

COGNITIVE CYBER
SECURITY

Cloud-basec Al systems
traned on historical cyber
threat data. capatle of
mizigating real-time cyber
threats

EXAMPLES: Cynanics

&
ROBOTIC PERSONAL
ASSISTANTS

Cloud base Al leains from Big
Data 1o enatie hurman- like

soclal robots that can perform
usefully as persorial asiistarts

EXAMPLES: kuka Robatics
Beston Jynamies

J)

NEUROMORPHIC
COMPUTING

Fuiure generation cormputing
ha-dware that mimics the
function of the human brain in
silizon chips.

EXAMPLES: The Human Brain

Project

IBM's TrueNorth processer
chp

INZ's Professor Simon Brown
atUniversity of Canteroury

2

CHATBOTS

A software robot that interacts
with humans online receiving
and sending conversational text
with the sim of emulating the
way & human communicates.
An example of Natural
Language Processing

EXAMPLES: Kiwi stant-up
Judeai (a1 Al kased financial
advisor)

Kiwi ~ampany Nine Sear-her

NEURAL NETWORKS

Computirg systems that
organises the computing
elementsin a layered way tha:
is loosely modelled on tre
human hain Fnables Desp
Learning

ZXAMPLES: The computing
system thal sits behingd Baby X
at Aucklard Un

NZ's 2rofessor Kasabov a: AUT
Neucube]
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Machine Learning

i — |y 37878

Feature extraction Classification

Input Output

Deep Learning .
AT

s - 3537353
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Feature extraction + Classification



Cybersecurity & Artificial Intelligence ?



Building the impossible...

Al, learns with each interaction to connect the dots between threats and provide actionable insights.
The result: You can respond to threats with greater confidence and speed.
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Cynamics

Unlimited Visibility & Unprecedented
Scalability for Smart Networks



Large Attack Surface

Smart Cities

Smart cities are comprised of diverse

and interconnected components constantly
exchanging data from various endpoints and
R through various networks.

AT
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Monitoring is a Challenge [

Utility Sector

The grid becomes more connected it is
opening new lines of attacks. Hackers are
becoming increasingly sophisticated in their
attempts to disrupt electric grids.



Public
Safety

NG9-1-1 will allow Public
Safety Answering Points
(PSAPs) to accept and
process a range of information
from responders and the
public, including text, images,
video, and voice calls. These
new capabilities introduce
several different backdoors for
cyber criminals to exploit.

NG9-1-1 will
enhance response
capabilities

® Enable receipt of data (e.g,
video, text) from the public
over a variety of networks

® Enable cal transfer and data
sharing among PSAPs

® Improve location data

® Allow for virtual PSAPs for
survivability

NG9-1-1is different
from traditional
systems

® Requires standardised
identity management and
credentialing across systems

@ Allows for potentials attacks
to quickly escalate or

proliferate across systems

® Introduces new attack vectors

AT
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Al Based Network Visibility

100% network visibility from 1%traffic samples

An advance solution using a
unique Al technologies to infer
complete network visibility from
small traffic samples and able to
o fast and accurately detect

0® .ego @ attacks and network anomalies
e @ T % »

laata e vieto do g,
Smart city Infrastructure

—————————————— SAMPELS

Interconnected Network
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Architecture

Prevention Trigger Through an API

loT Network ¥ Samples

Cynamics Dashboard
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Dashboard

The dashboard enables:

e Attacks and anomalies detection
e Security forensics and analysis
¢ Continuous real-time network monitoring, analytics and stats

¢ Creating user-defined notifications Visability view R e b

= Define time segment 1o analyze Define time units

Query across dozens of data fields, multiple groups-by - e = e o
dimension, metrics, and filters: z -

e Drill down on specific aspects

e Results in seconds s = | aervis

Wide variety of performance, traffic and network metrics: oy (i S in b
¢ \olume stats (average Mb/sec, min, max, top flows)
e Number of flows

e Number of packets

Wide variety of performance, traffic and network metrics:

¢ Volume stats (average Mb/sec, min, max, top flows)
e Number of flows

e Number of packets ‘m
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Thank You!
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