
1 

Michael Ogata 

PSCR Cybersecurity Project Co-Lead 

NIST 

michael.ogata@nist.gov 

Security and Interoperability 

of Mobile Applications 

Vincent Sritapan 

Mobile Security R&D PM 

HSARPA - Cyber Security Division 

DHS Science & Technology 

dhs.gov/csd-mobile 



• Increased use of mobile technologies 
makes mobile apps the new target 
for cyber attacks  
– Security state of apps is unknown – 

may be benign, malicious or 
potentially unsafe 

• Broad and Varied Attack Surface 

• Constant Change 
– New apps, app updates, new device 

    OS updates, service provider updates 
– New threats, vulnerabilities, and 

exploits 
• Need Security Assurance – Evaluate 

Security throughout Mobile App 
Lifecycle 

 
 
 
 

 

Mobile Application Security (MAS) Problem: 
Securing Mobile Apps is Hard! 
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Security Evaluation 
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Mobile Application Threats 
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June 2016 



Public Safety Data Type Risk 

Analysis  

Identified Data Types 109 

Categorized Data Types 76 

Uncategorized Data Types 33 
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http://nvlpubs.nist.gov/nistpubs/ir/2016/NIST.IR.8135.pdf  

36 

12 

28 

59 

12 

5 

59 

10 
7 

0

10

20

30

40

50

60

70

H
ig

h

M
e

d
iu

m

Lo
w

H
ig

h

M
e

d
iu

m

Lo
w

H
ig

h

M
e

d
iu

m

Lo
w

Confidentiality Integrity Availability

N
u

m
b

e
r 

o
f 

O
cc

u
rr

e
n

ce
s 

Security Objective Impact Levels 

Impact Counts Grouped by 

Security Objective and Impact 

Level 

Low 

Moderate 

High  

• Mission 

• Assets 

• Financial Loss 

• Harm to Individuals 

 

http://nvlpubs.nist.gov/nistpubs/ir/2016/NIST.IR.8135.pdf
http://nvlpubs.nist.gov/nistpubs/ir/2016/NIST.IR.8135.pdf


Mobile App Control List  
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Take Aways 

• Desire for 3rd party solution for app vetting 

• App devs are interested in paying for 
certifications for app security 

• App security controls were all relevant to 
public safety 

– Some controls will be enforced at the jurisdiction 
level 

– Security perspective varies (mission user, 
developer, IT enterprise) 
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