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Topics to be covered

NG9O-1-1

Internet of Things

Cyber

Risk Management Framework
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Legacy 9-1-1 Operational Architecture NORTHROP GRUMMAN
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NG9-1-1 Operational Architecture NORTHROP GRUMSAN

Information Sources NextGen Processing & Information Transfer NextGen User Experience
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Internet of Things e
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The Cyber Threat Is Real e
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25 July - 8 August
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@ Everywhere and Online
INVITE FRIENDS

About Discussion

Details

E #ShutDownTheCops #FuckThelRPolice 2FuckTheNWO
Greetlings citizens of the worid It has come 1o our atlention that various
different police departments around Amernica have been getting away with
cokiblooded and unpunished murder For too long have we
watched police brutaiity comfort 11s way Into s

been forming s cement blo

around and
y while a poiice state has
KS around our very existence. We, the
innocent peopie, have been harassed, assaulled, kidnapped and
imprisoned for Homeless people
have been targeted by the police and shot dead inmany occasions. in San
Francisco, Utah and New Mexico

OC
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Fundamental Cyber issue is Temporal

Attacker Attack Establish Cover-up
Surveillance Begins Comms. Packaging Complete
Target Attack Lateral Exfiltration
Analysis Set-up Movement Modification
Access System Attack
Probe Intrusion Complete

Attacker Action Time

+ Iy
— — - T . p
Reduce Undetected Attacker Time ——» Undetected <— B-g Defender Action Start

’

Defender|Action Time

»

Physical Attack Intrusion |mpaCt Response
Security Forecast Detection Analysis
Threat Entry Analysis System
Analysis Monitoring Begins Reaction Recovery
Defender Sl Attack Damage
Reconnaissance Identified |dentification
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“But | Have a Firewall....” Pl e
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IDS/IPS NETWO CURITY (O
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5 Q Perimeter Virtual ContentFiltering  Profiler Security « Analysis (o)
ecure Firewall Volp Firewall o : : Inside Threats Secure
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Advanced _ Content Security B Security Honeypot y
Virtual Sensor pol (anti-virus, anti-malware) USGCB Mobile
u ; i, DataCenter < Security S Security Virtual
Firewall, Enforcement CIlIENES “
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Application  Desktop Database Secure Monitoring/ Scanning ~ Static App o iac Tty Access Application
Cloaking IT Security . /ASCM £ Firewall > Gateway (Shield) Testing/ Code A DLP Cloaking
B . 6? Governance BN pgpleation/ QN“A sDEagUR’TI" Review S B [rcident Reporting,
Y S Security nreat T XML Firewall Classification  AppTestng Detection, Responsa Information
Cloaking = ; Modeling DAR/DIM /DIU Data Integrity (CIRT) :
w Architecture IA&CM " . Monitori DLP Escalation C|Oaklng
S &Design . Protection  Enterprise gulainy M ¢ Situational
Cloud m Cyber Threat Intelligence 1A&CM Rights  Data/Drive DLP Bl E Awareness Cloud
o ; . Data Wiping Management Encryption SOC/NOC )
Wargames Q. SR P'O licies  Technology Roadmap Penetration Cleansing ° e Monitoring (24x7) Continuous Wargames
& Compliance  Continual Improvement  Testing : Securitv Dashboard APT Monitoring
. ecurity Dashboar Focused Ops i
Contln.uous Continuous Risk Security Awareness ~ Vulnerability y . . ) B Assess.ment Contln.uous
Compliance C3A Management Training Assessment : SIEM Digital Forensics Security SLA/SLO Reporting Compliance
Acronyms & Abbreviations: DAR: Data At Rest DLP: Data Loss Prevention NAC: Network Access Control
DIM: Data In Motion IDP: Intrusion Detection and Prevention PKI: Public Key Infrastructure
© 2010 Northrop Grumman Corp. DIU: Data In Use FICAM: Federal Identity Credential and SIEM: Security Information Event Management
Access Management USGCB: US Govt Configuration Baseline
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Executive Order 13556, Controlled Unclassified  .oimmor crummoan
Information (CJIS) NIST SP 800-171 T

Categorize anc
Identify minimal
controls

____FIPS199/200

Conducting and’
Applying RMF

NIST SP 800-30/37

Organizationally

integrating RMF
NIST SP 800-39

Information P _— Selecting and
protection assessing the

considerations ¥ \ controls
NIST SP 800-59/60 Y \ NIST SP 800-53/53A
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Current Roles

 Call Taker
 Dispatcher
» Supervisor

« System Administrator
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Chief Information Security Officer:

» Cybersecurity

« Computer emergency response team/computer security incident
response team

» Disaster recovery and business continuity management
 Identity and access management

» Information privacy

» Information regulatory compliance (e.g., CJIS, HIPAA, etc)
» Information risk management

 Information security and information assurance

« |T investigations, digital forensics, eDiscovery

« Security architecture
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The Next Discipline

23L51ex

Information
Coordinator
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THE VALUE OF PERFORMANCE.
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