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Topics to be covered 

• NG9-1-1 

• Internet of Things 

• Cyber 

• Risk Management Framework 

• Training 
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Legacy 9-1-1 Operational Architecture 
(10 years ago) 

Processing & Information Transfer 
(Core functional and data service components, & foundation framework 

service components, including enterprise services) 

Information Sources 
Mostly analog communication of information; 

very little standards-based infrastructure 

User Experience 
Call Takers; Dispatchers; Supervisors; 

Responders; Decision Makers; Administrators  
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Core CAD 

Functional 

Services 

• Enter calls for service 

• Determine event response 

• Route event 

• Recommend units & resources 

• Monitor & control events and units 

• Close events 

Core CAD 

Data 

Services 

• Store and manage CAD data 

• Service CAD queries 

• Support required CAD database, reporting, 

and audit operations 

Foundation 

Framework 

Services 

• Core Enterprise Services (e.g., Security, 

Portal, Messaging, Alerts & Notifications, 

Collaboration, Discovery, Enterprise 

Management, System /Disaster Recovery) 

• GIS Support 

• Interface Management 

• Reporting & Printing 

• System Training & Testing 

• System Administration & Control 

Public Mid- and Backend- Tiers Client Tier 

Thick Clients 

Mobile Clients 

Telephone/E911 Infrastructure 

Municipality GEO Files 

National/State/Local Databases 

RMS & MIS Systems 

Legacy & 3rd Party Systems 
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NG9-1-1 Operational Architecture 

NextGen Processing & Information Transfer 
(Core functional and data service components, web services, & 

foundation framework service components, including enterprise services) 

Information Sources 
New sources of information available ; 

standards-based access to external systems 

NextGen User Experience 
Call Takers; Dispatchers; Supervisors; 

Responders; Decision Makers; Administrators  

In
te

g
ra

ti
o

n
 &

 I
n

te
ro

p
e

ra
b
ili

ty
 B

a
c
k
b

o
n

e
 (

II
B

) 

Emergency Medical Dispatch Services 

Web 

Services 

• Ingest data from multiple external feeds 

• Expose selected CAD business logic and 

data to clients and external systems 

• Interconnect clients, devices, applications & 

services, and data sources 

• Orchestrate tasks using exposed interfaces 

Core CAD 

Functional 

Services 

• Enter calls for service 

• Determine event response 

• Route event 

• Recommend units & resources 

• Monitor & control events and units 

• Close events 

Core CAD 

Data 

Services 

• Store and manage CAD data 

• Service CAD queries 

• Support required CAD database, reporting, 

and audit operations 

Foundation 

Framework 

Services 

• Core Enterprise Services (e.g., Security, 

Portal, Messaging, Alerts & Notifications, 

Collaboration, Discovery, Enterprise 

Management, System /Disaster Recovery) 

• GIS Support 

• Data & Multimedia Management 

• Interface Management 

• Reporting & Printing 

• System Training & Testing 

• System Administration & Control 

Public Mid- and Backend- Tiers Client Tier 

Web Clients 

Thick Clients 

Mobile Clients 

Telephone/E911 Infrastructure 

Municipality GEO Files 

Alarm & Sensor Services 

GPS Intelligent Tracking & Vehicle 
Routing Infrastructure 

Smart phone texting and video 

National/State/Local Databases 

Multimedia & Social Media Services 

Weather/Chemical/Bio Services 

RMS & MIS Systems 

Legacy & 3rd Party Systems 

Fusion & Command Centers 

Public Facing Web Portals 
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Internet of Things 
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The Cyber Threat Is Real 
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Attack  
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Physical 
Security 
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Reconnaissance 

Entry  
Monitoring 
& Control 

Threat 
Analysis 

Undetected 

Attacker Action Time 

Attack 
Begins 

System 
Intrusion 

Attacker 
Surveillance 

Access 
Probe 

Attack 
Complete 

Target 
 Analysis 

Attack 
Set-up 

Packaging 
Exfiltration 

Modification 

Cover-up 
Complete 

Establish 
Comms. 
Lateral 

Movement 

Fundamental Cyber issue is Temporal 

Response 

Recovery 

Intrusion 
Detection   
Analysis 
Begins 

System 
Reaction 

Damage 
Identification 

Impact 
Analysis 

Attack  
Identified 

Defender Action Time 

By Shifting Defender Action Start Reduce Undetected Attacker Time 

Copyright © 2016 Northrop Grumman Systems Corporation. All Rights Reserved 



“But I Have a Firewall….” 

Cloud 

Wargames 

Continuous 

Compliance 

Externalized 

Identity 

Defense-In-Depth (DID) 

©  2010 Northrop Grumman Corp.  

Acronyms & Abbreviations: DAR: Data At Rest 
DIM: Data In Motion 
DIU: Data In Use 

DLP: Data Loss Prevention 
IDP: Intrusion Detection and Prevention 
FICAM: Federal Identity Credential and 
              Access Management 

NAC: Network Access Control 
PKI: Public Key Infrastructure 
SIEM: Security Information Event Management 
USGCB: US Govt Configuration Baseline 

THREAT 
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Security 

Network 
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Inside Threats 
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Security 
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Advanced 

Sensor 
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Message Security 

(anti-virus, anti-malware) 

DLP 

Secure DMZs Application 

Gateway / Firewall 

Malware 

Analysis 
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Assessment 

Security Awareness 

Training 

Continuous 

C&A 

IT Security 

Governance 

Security Policies 

& Compliance 

Security 

Architecture 

& Design 

Threat 

Modeling 

Penetration 

Testing 

Cyber Threat Intelligence 

Technology Roadmap 

/Continual Improvement 

Risk 

Management SIEM Digital Forensics Security SLA/SLO Reporting 

Escalation 

Management 

APT 

Focused Ops 

SOC / NOC 

Monitoring (24x7) 

Incident Reporting, 

Detection, Response 

(CIRT) 

Security Dashboard 

Continuous 

Monitoring  

& Assessment 
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Awareness 

Mobile 

Security 
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Endpoint 

Security 
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Host 
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Content Security 
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Cloaking 
Application 
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Executive Order 13556, Controlled Unclassified 

Information (CJIS) NIST SP 800-171 

Conducting and 
Applying RMF 

NIST SP 800-30/37 

Information 
protection 

considerations 
NIST SP 800-59/60 

Categorize and 
Identify minimal 

controls 
FIPS 199/200 

Organizationally 
integrating RMF 

NIST SP 800-39 

Selecting and 
assessing the 

controls 
NIST SP 800-53/53A 

Risk 
Management 
Framework  
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Current Roles 

• Call Taker 

 

• Dispatcher 

 

• Supervisor 

 

• System Administrator 
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CISO 

Chief Information Security Officer: 
 
• Cybersecurity 

• Computer emergency response team/computer security incident 
response team 

• Disaster recovery and business continuity management 

• Identity and access management 

• Information privacy 

• Information regulatory compliance (e.g., CJIS, HIPAA, etc) 

• Information risk management 

• Information security and information assurance 

• IT investigations, digital forensics, eDiscovery 

• Security architecture 
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The Next Discipline 

Information 

Coordinator 
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