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Tim Lore llo  - CEO

• Pub lic  Sa fe ty NG9-1-1 e xpe rt

• Guid a nc e  to  FCC

• Fo rme r CMO (TCS)

• 1+ ye a rs pub lic  sa fe ty

• 7+ ye a rs c yb e rse c urity

• 30+ ye a rs te le c o mm

• BA Physic s, MSEE

• 20 pa te nts

We  provide  Cybe rse c urity solutions:

Cyb e rBe nc hma rk (a sse ssme nt)

Mo nito ring  so lutio ns

Tra ining  Se rvic e s

Fre e  We b ina rs (2p m; 2nd We d ne sd a ys)

Se c uLo re  Ale rts

We b  Cyb e r Arc hive

Cybe r- Prote c ting Our Na tion’s Most Importa nt Numbe r:  9- 1- 1

Se c uLore  Solutions: Public  Sa fe ty/ Cybe r Expe rtise



310/ 15/ 18

FIRST LINE OF DEFENSE 24X7

HIGH RISK OF 9- 1- 1 DISRUPTION

~6000

PSAPs  &

Dispa tc h Ce nte rs
• 286 inc id e nts ha ve  a ffe c te d  public  

sa fe ty a g e nc ie s in 50 sta te s + DC 

o ve r the  la st 24 mo nths

• Ra nso mwa re  pa yme nts fo r 2017 

ha ve  d o ub le d  to  $2B (Bitd e fe nd e r)

HIGH THREAT

• Se c uLore he lpe d  lo c a l MD c o unty 

with re c o ve ry fro m Tha nksg iving  

Da y ra nso mwa re  a tta c k 

Public  Sa fe ty Infra struc ture  Fa c e s Cybe r Thre a ts

• Ma ny PSAPs ha ve  ina de qua te  c ybe r 

infra struc ture

• 80%  a re  sma ll c e nte rs

HIGH VULNERABILITY

• Mo st pub lic  sa fe ty pe rso nne l a re  not 

c ybe r tra ine d

= HIGH VALUE
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Se c uLore  re c orde d a  tota l of 

286 Public  Sa fe ty inc ide nts

in 50 sta te s + DC

in the  la st 24 months! 

Public  Sa fe ty Is Be ing  Ta rg e te d
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Public  Sa fe ty Cybe r Atta c k Eve ry Month of 2018

Jan) NM: C ity o f Fa rming to n re c o ve ring  a fte r Sa mSa m ra nso mwa re  a tta c k(01/ 05/ 2018)

Feb) NC: Da vid so n Co unty c o mpute rs shut d o wn b y ra nso mwa re (02/ 16/ 2018)

Mar) GA: Cyb e r Atta c k Hits Atla nta  Co mpute rs (03/ 22/ 2018)

Mar) MD: Ba ltimo re  911 d ispa tc h syste m ha c ke d , inve stig a tio n und e rwa y (03/ 27/ 2018)

Apr) NH: C ity o f Po rtsmo uth hit b y Emo te t - Po lic e  c o mpute rs ta ke n o ffline (04/ 24/ 2018)

May) MS: Virus shuts d o wn La ud e rd a le  Co unty's c o mpute r ne two rk (05/ 29/ 2018)

Jun) MO: Ka nsa s City PD e xpe rie nc e s d e pa rtme nt-wid e  c o mpute r o uta g e (06/ 01/ 2018)

Jul) CT: C ity o f De rb y po lic e  c o mpute rs ha c ke d  b y ra nso mwa re (07/ 10/ 2008)

Aug) CA: Ma lwa re  b ring s Sa n Be nito  Co unty She riff’ s o ffic e  ta ke n o ffline (08/ 29/ 2018)

Sep) NE: Virus hits C ity o f Be a tric e  se rvic e s - PD, Fire  & Re sc ue  p ho ne s d o wn (09/ 26/ 2018)

Oct) NY: Oste g o Co unty se rve rs we re  ha c ke d  b y c ryp to  mine rs (10/ 10/ 2018)
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Le g a c y Ne tworks:  The  Illusion of Cybe r Sa fe ty

Why a re  the re  so  ma ny 

suc c e ssful a tta c ks on our 

Public  Sa fe ty infra struc ture ?
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Da rke r c olor 

indic a te s 

g re a te r 

a mount of 

tra ffic

Hint:  City/ County Cybe r Thre a ts Ca n Affe c t You

Typic a l c ounty 

inte rne t tra ffic
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Po ssib le

ESIne ts will ha ve  simila r c ha lle ng e s

911 CPE

CAD

First Re sponde rs

ESIne t

9- 1- 1 Ca lle r WWWWWW

Kno wn

The  Se ve n Cybe r Challe nge s o f ESIne t

ESIne t foc us 

is on CPE
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Sma rtphone s Ha ve  Be e n Compromise d

iPhone  ha c k tha t thre a te ne d e me rg e nc y 911 syste m la nds te e n in ja il
October 2016 – Ars Technica

Ha c ke d Android APKs Using  CoinHive ’s Sc ript to  Mine  Mone ro on Compromise d Phone s
January 2018 – Cryptovest

Apple  c onfirms iPhone , Ma c  a ffe c te d by Me ltdown, Spe c tre fla ws
January 2018 – ZDnet

Android Ma lwa re  'Judy' Hits a s Ma ny a s 36.5 Million Phone s
May 2017 – Fortune

iPhone  7 Compromise d Se ve ra l Time s a t Ha c king  Eve nt
November 2017 – Softpedia News

All Android Phone s Vulne ra ble  to  “Cloa k a nd Da g g e r” Full De vic e  Ta ke ove r Atta c k
May 2017 – The Hacker News

41 pe rc e nt of Android phone s a re  vulne ra ble  to  'de va sta ting ' Wi- Fi a tta c k
October 2017 – The Verge

John Ke lly's pe rsona l c e llphone  wa s c ompromise d, White  House  be lie ve s
October 2017 – Politico
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Po ssib le

The  Se ve n Cybe r Cha lle ng e s of ESIne t

911 CPE

CAD

First Re sponde rs

ESIne t

9- 1- 1 Ca lle r WWWWWW

Kno wn

1

…me a ning  tha t the  

c o mpro mise d  

p ic ture  wo uld  pa ss 

thro ug h ESIne t

fire wa lls

Ta lk to  your ve ndor!!

…re q uiring  a  

sa nd b o x

All e nd po ints in a n 

ESIne t must 

imp le me nt me d ia  

se c urity with SRTP a s 

d e fine d  in RFC

3711 a nd  SDP 

Se c urity De sc rip tio ns 

fo r Me d ia  Stre a ms a s 

d e fine d  in RFC 4568. 

SRTP Se c urity must b e  

re q ue ste d  in a ll c a lls 

o rig ina te d  within a n 

ESIne t. 

If a  c a ll is p re se nte d  

to  the  ESIne t with 

SRTP, SRTP must b e  

ma inta ine d  throug h 

the  ESIne t.
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Po ssib le

The  Se ve n Cybe r Cha lle ng e s of ESIne t

911 CPE

CAD

First Re sponde rs

ESIne t

9- 1- 1 Ca lle r WWWWWW

Kno wn

1
Othe r 

Conne c te d

ESIne ts

Othe r 

Conne c te d

ESIne ts

22
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ESIne ts Should Be  Thoroug hly Fire wa lle d

Fire wa lls 

b e twe e n 

ESIne ts

Fire wa lls 

b e twe e n 

ne two rks

Fire wa lls 

b e twe e n 

se rvic e s

Re c omme nde d 

a rc hite c ture s 

a ddre ss this



1310/ 15/ 18

Po ssib le

The  Se ve n Cybe r Cha lle ng e s of ESIne t

911 CPE

CAD

First Re sponde rs

ESIne t

9- 1- 1 Ca lle r WWWWWW

Kno wn

1
Othe r 

Conne c te d

ESIne ts

Othe r 

Conne c te d

ESIne ts

22

3

Loc a l Ne tworks
City & County

WWW
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Expe c te d only 

US tra ffic

Inste a d, sa w 

two- wa y 

tra ffic  to  23 

non- US 

de stina tions

Cybe rBe nc hma rk Disc ove re d ESIne t Vulne ra bilty

And one - wa y 

tra ffic  to  othe rs

How c ould this 

ha ppe n?
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ESIne t Foc use s on Citize n- Orig ina te d Da ta

ESIne t

a d d re sse s 

d a ta / c a lls 

fro m c itize n –

it mig ht no t 

a d d re ss d a ta  

fro m o the r 

so urc e s
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But Mode rn PSAPs Ac c e ss Ma ny Da ta  Type s

NLETS

CJIS

City/ Co unty 

Ne two rk

CDC

Bo d y 

Ca m

City/ Co unty 

Ne two rk

Go o g le

Fa c e b o o k

Twitte r

Misc o nfig ure d  

Inte rne t 

Ac c e ss

And  so me  o f tho se  so urc e s c o uld  b e  c o mpro mise d
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4

Po ssib le

The  Se ve n Cybe r Cha lle ng e s of ESIne t

911 CPE

CAD

First Re sponde rs

ESIne t

9- 1- 1 Ca lle r WWWWWW

Kno wn

1
Othe r 

Conne c te d

ESIne ts

Othe r 

Conne c te d

ESIne ts

22

3

Loc a l Ne tworks
City & County

WWW
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The  Inte rne t of Thing s – It’s BIG!
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Some one  in ne e d of he lp…

… whe n finding  he r c a n be  a  c ha lle ng e

Be ne fit: Find a  Pe rson in Trouble  in Diffic ult Environme nts
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An offic e r is down…

… a nd his body a rmor a le rts you

Be ne fit: Find a  First Re sponde r in Trouble
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As the  fire fig hte r e nte rs the  fra y…

… monitor his sta ts a long  the  wa y

Be ne fit: Monitor a  First Re sponde r’s He a lth Sta ts
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Hackers use ransomware to hit [District of Columbia] police closed-circuit camera network (01/27/2017)

Ha c ke rs took 70%  of CCTVs offline

using  ra nsomwa re

Public  Sa fe ty IoTBe ing  Dire c tly Ta rg e te d 
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4

Po ssib le

The  Se ve n Cybe r Cha lle ng e s of ESIne t

911 CPE

CAD

First Re sponde rs

ESIne t

9- 1- 1 Ca lle r WWWWWW

Kno wn

1
Othe r 

Conne c te d

ESIne ts

Othe r 

Conne c te d

ESIne ts

22

3

Loc a l Ne tworks
City & County

WWW

4
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Printe rs a re  c ommonly ta rg e te d

And printe r 

ma nufa c ture rs

a re  re sponding

IoTIs Alre a dy He re  – Printe rs
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This is NOT a n a na log  de vic e  (a nymore )!

IoTIs Alre a dy He re  – VoIP De vic e s



2610/ 15/ 18

IoTIs Alre a dy He re  - De te c tors
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4

Po ssib le

The  Se ve n Cybe r Cha lle ng e s of ESIne t

911 CPE

CAD

First Re sponde rs

ESIne t

9- 1- 1 Ca lle r WWWWWW

Kno wn

1
Othe r 

Conne c te d

ESIne ts

Othe r 

Conne c te d

ESIne ts

22

3

Loc a l Ne tworks
City & County

WWW

4

5Sta ff
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Sta ff Me mbe rs Will Ma ke  Mista ke s

Ha lf o f pe o p le  p lug  in USB d rive s the y find  in the  p a rking  lo t
April 2016 – The ‘A’ Register

Using  pe rso na l d e vic e s o n Ce nte r ne two rk

Using  Ce nte r d e vic e s o n pe rso na l ne two rk
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4

Po ssib le

The  Se ve n Cybe r Cha lle ng e s of ESIne t

911 CPE

CAD

First Re sponde rs

ESIne t

9- 1- 1 Ca lle r WWWWWW

Kno wn

1
Othe r 

Conne c te d

ESIne ts

Othe r 

Conne c te d

ESIne ts

22

3

Loc a l Ne tworks
City & County

WWW

4

5Sta ff

IT Guy

6



3010/ 15/ 18

Lo g s

IT Ne two rk
Ad ministra tive

Ca ll Ta ke rs 

Dispa tc he rs

Pub lic  Sa fe ty

Da ta se ts

Public  Sa fe ty Answe ring  Point

Dispa tc h Ce nte r

Ha c ke rs Use d the  IT Ne twork to  Bring  Down 9- 1- 1

A La te ra l Atta c k!

PSTN
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4

Po ssib le

The  Se ve n Cybe r Cha lle ng e s of ESIne t

911 CPE

CAD

First Re sponde rs

ESIne t

9- 1- 1 Ca lle r WWWWWW

Kno wn
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Othe r 
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IT Guy

6

911 CPE

CAD

First Re sponde rs

7

Ne ig hbors
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You Are  Only As Strong  As the  We a ke st Link

You

Ne ig hboring

PSAP
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4

Po ssib le

The  Se ve n Cybe r Cha lle ng e s of ESIne t

911 CPE

CAD

First Re sponde rs

ESIne t

9- 1- 1 Ca lle r WWWWWW

Kno wn

1
Othe r 

Conne c te d
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Loc a l Ne tworks
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WWW
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5Sta ff
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6

911 CPE

CAD

First Re sponde rs

7

Ne ig hbors
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By pa ying  

c lose r a tte ntion 

to  c ybe r issue s, 

NG9- 1- 1 c a n 

be  sa fe r

ESIne t – A More  Cybe r- Se c ure  Environme nt

The  thre a ts c a n 

be  re duc e d, 

but the  risks 

a re  hig he r:

a  suc c e ssful 

c ybe r- a tta c k 

would c ripple  

9- 1- 1 re sponse
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Compa re !!

Whic h 

Ne twork is 

e a sie r to  

prote c t?
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Compa re !!

Whic h 

Ne twork is 

e a sie r to  

prote c t?
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Se ve n ESIne t Cybe r Cha lle ng e  Summa ry

Two a re  unique  to  NG911 – Five  impa c t Le g a c y E911

Ma lwa re  from c itize ns ne e ds ve ndor a tte ntion

PSAPs will g e t da ta  via  me thods be yond ESIne ts

Inte rne t of Thing s will bring  inte rna l a tta c k ve c tors

Ha c ke rs know how to  e xploit sta ff a nd IT ne twork

Continuous Monitoring  Ca n Ca tc h Ba d Tra ffic

Monitor – Visua lize  - Prote c t
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Thank you for 

participating!

The  Se ve n Cybe rse c urity 
Cha lle ng e s of ESIne t

Timothy Ja me s Lore llo

Pre side nt & CEO

Ema il:  Tim.Lore llo@Se c uLore .c om

Phone :  (410) 703- 3523

We b:  www.Se c uLore .c om

Ema il me  

for PDF!

Que stions?


