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Public Safety Infrastruc ture Faces CyberThreats

HRSTIINE O F DEFENSE 24X7 = HIG H VAIUE HIG H VULNERA BILITY

oA i e * 80% are smallcenters

“Vancouver
B
oa

Québec
Y

* Many PSAPs have inadequate cyber
infra struc ture

Otiswa Montréal .
i

* Mostpublic safety personnelare not
cybertrained

HIG H THREAT

* Ransomware paymentsfor2017
have doubled to $2B (Bitde fender)

* 286 incidents have affected public
safety agenciesin 50 states + DC
overthe last 24 months

* Seculore helped localMD c ounty
with re c o very from Thanksgiving
Day mnsomware attack

SAPCO 1T Ny
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Public Safety Is Being Targeted

Seculore recorded a total of
286 Public Safety incidents
m 50 states + DC
in the last 24 months!
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Public Safety CyberAttack Every Month of2018

Jan) NM: CitvofFamingtonrecoverng afterSamSam ransomware attack(01/05/2018)

Feb) NC: Davidson County computersshutdown by ransomware (02/16/2018)

Mar) GA: CvberAttack Hits Atlanta Compute s (03/22/2018)

Mar) MD: Baltimore 911 dispatch system hacked, investication underwav (03/27/2018)

Apr) NH: City of Portsmouth hitby Emotet-Police computerstaken offline (04/24/2018)
May) MS: Viusshutsdown lauderdale County's computernetwork (05/29/2018)

Jun) MO: KansasCity PD experiencesdeparment-wide computeroutage (06/01/2018)

Jul)CT: CityofDerbvpolice computershacked by mnsomware (07/10/2008)
Aug) CA: Malware brings San Benito County Sheriff's o ffice taken offline (08/29/2018)
Sep) NE: Virus hits City of Beatrice services - PD, Fire & Rescue phonesdown (09/26/2018)

Oct) NY: Ostego County servers were hacked by crvpto miners (10/10/2018)

ARCO il m“l;m
m
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Iegacy Networks: The Illusion of Cyber Safety

Why are there so many

successful attacks on our
Public Safe ty infrastruc ture ?



Hint: City/ County CyberThreats Can Affect You .
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ESIne ts will have similarchallenges

S p——

ESInet focus
i1s on CPE

CAD
Known First Responders
Po ssible
0950 ity The Seven CyberChallenges of ESInet

L
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Smartphones Have Been Compromised @

SAll Andmld Phones Vulnerable to “Cloak and Dagger’ Full Device 'IhkeoverAttack .
May 201 7—The Hacker News -4

Andmld Malware 'Judy' Hlts as Manv as 36 5 Million Phones -
May 2017 — Fortune _ - '

41 percentof Android phones are Vu]nerable to 'devastatmg Wl-Eattack :
October2017 Ihe Verge—-- - — - _ __ __ .- ' e o

- Hacked Android APKs Using CoinHive’s Script to Mine Moner on Compromised Phones
January 2018 — Cryptovest

.iPhone hack thatthreatened emergency 911 system lands teen in jail =
October 201 6— Ars Technica : | _ s : s

- John Ke]lv s personalcellphone was compromised, White House beheves
_October 2017 — Politico .

' iPhone 7 Compromised Several imes at Hacking Event
November 201 7 — Softpedia News

s

_ - Apple confiimms iPhone, Mac affected by Meltdown, Spe ¢ tre ﬂaws
January 2018 — ZDnet

ARCO | I‘Hfm Iloru
m
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The Seven CyberChallenges of ESInet

Known
I N .

Po ssib le
PAPCO .-r'.‘ffﬁ-}ml;

Emerging Technology

w— Q 9-1-1 Caller ﬂ —w

...meaning that the
compromised
pic ture would pass

through EShhet
fire walls

911 CPE
CAD ...quujling a
sandbox
First Responders

Talk to yourvendor!!

Allendpointsin an
EShet must
mplement media

se c unity with SRTP a s
defined in RFC

3711 and SDP

Se ¢ urity De sc rip tio ns
forMedia Streamsas
defined in RFC 4568.
SRTP Se c urity must be
requested mallcalls
orginated within an
EShe t.

IFa callispresented
to the ESlhet with
SRTP, SRTIP must be
mamtained through
the EShnet.

10/15/18 10



The Seven CyberChallenges of ESInet
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CAD
Known First Responders
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ESIne ts Should Be Thoroughly Fire walled

Frewalls
between
services

. | I
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NOTE:
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anly

Recommended
e ¥ e o A Wit A1 arc hitectures

| address this

R0 | i (=
Emerging Technology .~ .
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The Seven CyberChallenges of ESInet
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Kno wn First Responders = HH

[ —— Iocal Networks
Po ssib le City & County
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CybeBenchmark Discovered ESInet Vulnerabilty @

SECU
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And one-way

traffic to others

AP0 i = N
Emerging Technology h':rum
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How could this

happen?
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Clients

I8 Chiants

Wil el dgailP
Clars

FATH.cliar

WiralnssinE
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Access Networks

CEP

Legacy Circuit-

Switched Networks

Origination Networks

Call Sarder @
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Sarvices

Global Internat,
Private Networks

Emargancy Call Routing &
Locatisn Velidation
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Dafabases

NG8-1-1 (i3) PSAP

NOTE:

Elemants |zhaled in italic bold blue
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anly

EShet
addresses
data/calls

from citizen —

it mightnot
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from other
sources
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But Modem PSAPs Access Many Data Types

QARO[
Emerging Technol

Emergency Services IP Network (ESinet) Domains

Lepacy PSAP
Galewsy

Supmiamental
Sarvices
Dafabases

NOTE:

Elemants |aheled in itafic bold blue
are in scope for this document Al
others are shown for compleleness
anly

=

NGS-1-1 (i3] PSAP Misc o nfigured

Intemet
Access

City/ Co unty Google

Ne two rk Facebook
Twitter

ESInet
addresses
data/calls

from citizen -
it might not
address data
from other
sources

And some ofthose sourcescould be compromised

10/15/18 1 6



The Seven CyberChallenges of ESInet
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The Intemet of Things - It's BIG!

ORCO gy

-

. b0
* JRILLION

AR =
Embedded ard~—- - !
{ Intelligent Systems GBs of Data

= '@

e Mario Morales, 1DC

fog Tectmokigs Fitum 10/15/18
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Be ne fit: Find a Person in Tiouble in Diffic ult Ehvironments

... when finding hercan be a challenge

QACO 1ty

L TH)
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Be ne fit: Find a Fiust Responderin Tiouble

{a}
epmg Y ()
> * 3
l'j 1 1 b
v
-y @ e \ T
- - i "5-
: ‘e 6 4 3 172 h
4 5 1 | integrated into bullet-proof vest
1, kssirted FCB; 2, metal fibee boops: 3, sensor clement; 4, bellcsl connection: 3, erposcr; 6, encapsulaion

...and his body ammoralerts you

An officeris down...

QARCO [P
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Be nefit: Monitor a Fiust Responders He alth Stats

—erare oty

L .

S P ———s, T

As the

fire fig hter e nte rs the fray...
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Public Safety IoTBeing Directly Targeted

Hackers use ransomware to hit [District of Calumbia] police closed-circuit camera network (01/27/2017)

Washmglnns Hackers took 70% of CC'IVs offline
CCTV System using ransomware

I.:Inder Atta_::k

APCO | rh‘ﬂ".’i\:“\ W
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The Seven CyberChallenges of ESInet
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IoTIs Already Here - Prnters

Printers are commonly targeted

WHEN THE FIREWALL IS NOT ENOUGH

Printers Are Vulnerable

to Cyber-crimes

According to Ponemon:

* 53% of IT managers realize
printers are vulnerable to cyber-
crimes

» 64% of IT managers say their

printers are likely infected with

malware

* 47% have an endpoint

security strategy

+56% of

\ companies

ignore printers in

their endpoint
security
strategy

DAPCO [ frs:&l-w W
Emerging Technology Forum

Secure Your
Printer for

Greater
Data Security

And printer
m anufa c ture rs
are responding

10/15/18 2 4



IoTIs Already Here - VoIP Devices

This is NOTan analog device (anymore)!

D20 (1) N

Emerging Technology Forum 10/15/18



IoTIs Already Here - Detectors

| (DANGER >
“-%RADIATION “;*
s~ —
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The Seven CyberChallenges of ESInet
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Staff Members Will Make Mistakes

Halfofpeople plug in USBdrves theyv find in the parking lot

April 2016 — The ‘A’ Register

=5

it e LSB Aubr Dy -

Using personaldeviceson Centernetwork
Using Centerdeviceson personalnetwork

OAPCO (TN
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The Seven CyberChallenges of ESInet

——w— Q 9-1-1 Ca]lerﬁ _m~-

Kno wn e First Responders “G ﬁ

N —— Yt " Iocal Networks
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Hackers Used the ITNetwork to Bring Down 9-1-1

PSIN

CalThkers Public Safety
Dispatc hers _ Datasets RANSOMWARE

‘ @ . MALWARE A\:ﬁ "
[ e_ :

SAFE CONTENT

PHISHING

HACKING ,\ﬂ’
|

A Iateral Attack!

IT'Ne two rk

Administra tive

Public Safety Answering Point
©ARS0HE ’mm;;um Dispatch Center 30
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The Seven CyberChallenges of ESInet

—’w_ Q 9-1-1 Caller Iﬁ'

‘e

Known
R —— IocalNetwoxks
Po ssib le ITGuy i City & County

SAPCO In‘f
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You Are Only As Strong As the We ake st Link

I ] ‘I | ,//

Y J

Neighbornrng
PSAP

CARCQ il i
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The Seven CyberChallenges of ESInet
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ESInet- A More CyberSecure Environment
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SAPCO 1T N
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By paying
closerattention
to cyberissues,

NG9-1-1 can
be safer

— Total data traffic

——  Total packet traffic
=Scaling 1:1

)

The threats can
be reduced,
but the risks
are highern:

a successful
cyberattack
would cripple

9-1-1 response
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Compare!!
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Compare!!
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Seven ESlnet CyberChallenge Summary

Two are unique to NG911 - Five impactlegacy 911
Malware from citizens needs vendorattention
PSAPs willget data via methods beyond ESIne ts
Intemet of Things will bring intemal attack vectors
Hackers know how to exploit staff and ITne twork
Continuous Monitoring Can Catch Bad Taffic

Monitor- Visualize - Protect

WO [H
Emerging Technology orum 10/15/18

37



Questions?

Timothy James Iorello
Pre side nt & CEO

Email: Tm.lorello@Seculore.com
Phone: (410) 703-3523
Web: www.Seculore.com

Thaiin you 1ur
Emailme . .
for PDF participating!

The Seven Cyberse c unty
Challenges of ESInet
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