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e Some apps are not safe or effective
— Misleading claims such as “Better than 9-1-1.”
- Interference with emergency operations

e APCO created a list of Key Attributes of Effective Apps for Public

Safety and Emergency Response to guide the selection of apps
on AppComm. Examples:

— Operability (efficient use of data, minimal battery strain)
- Security

- Communication with 9-1-1, sending data to PSAPs and Comm
Centers, and interfacing with PSAPS

e Sought input from orgs with technical expertise
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The Results:

- App 1 - meeting best practices;
adopted for routine development

— App 2 - opportunity for file
compression to speed data
transfer and reduce battery/data
use
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e Partnering with orgs like FirstNet, NIST, and DHS,

e Gathering public safety professionals, app
developers, and industry experts,

e To discuss app-related issues such as:
- Security Requirements
— Public Safety Data Classifications
— Interoperability e
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Refining an App Testing Platform

e Work underway through a partnership with DHS S&T

 Exploring how app testing platforms can detect security
vulnerabilities such as:
— Excessive Permissions
- Sensitive Data Exposure

e Adapting a program used by federal agencies for public safety and
investigating issues such as:
— Data interoperability between agencies

- Meeting security requirements
- Compliance with federal, state, & local laws, regulations, & policies
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e In 2015, APCO published a Fact Sheet and White
Paper on Mobile Apps and 9-1-1

e Intended to educate the public and stakeholders
in the app development community on the state of
the 9-1-1 system and the role that mobile apps
can play currently and in the future

e Shared early lessons learned from app efficiency
and security testing pilots
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e Comply with industry standards

e Work anywhere in the country

e Be asreliable as the existing 9-1-1 system
e Preserve the familiar simplicity of 9-1-1

e Connect users to the appropriate PSAP

e Comply with FCC rules, state/local regs, and
industry best practices
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APCQ’s Vision for a 9-1-1 App (2)

e Work without delay, regardless of device or
app software updates

e Be free to the public and not impose
unreasonable costs on PSAPs

e Be device and OS agnostic
e Meet public safety’s cybersecurity needs

e Efficiently use/monitor device battery and
throttle-down if necessary
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“24/7” Monitoring
Center
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Recent Comments to FCC

e Dec. 2016, PSHSB sought comment on a request to initiate a proceeding
to address concerns related to 9-1-1 apps
e APCO reiterated points from its white paper:
— Mobile apps are not ready to replace a 9-1-1 call.

— Critical issues must be addressed, even before using apps to supplement a
9-1-1 call

» Ensuring reliability, universality, and security
» Ensuring sustainability, continued functionality of apps

» Ending misleading app descriptions that confuse the public and do a
disservice to the efforts of committed public safety professionals



International

Emergmg Technology Forum

e 9-1-1 can benefit from commercial - e

location-based technologies, but g
there’s no quick fix. _ O
Weigh the benefits against the \

potential risks. 4
App-enabled location vs. el B J
Dispatchable Location o _
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e AppComm: www.appcomm.org

o Twitter: @GRO_APCO

APCO'’s Fact Sheet and White Paper on Mobile Apps and 9-1-1:

http://psc.apcointl.org/2015/04 /27 /apco-releases-fact-sheet-and-
white-paper-on-mobile-apps-and-9-1-1/

APCO’s Recent Comments to the FCC on Apps for 9-1-1:

https://ecfsapi.fcc.gov/file/10202534923248 /APCO0%20Comments%?2
0-%20Smartphone%20apps%20for%20911%20-%20Feb2017.pdf
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